JASON STULTZ

BE, CEH, ITIL Foundation

RESUME

Objective - Currently seeking employment as a permanent full-time employee or consultant within one of the following fields:

Application/Cyber Security Research & Consultation

Software Development

Hardware Engineering Research & Development

Computer Engineering

Education:

Stevens Institute of Technology, 2008

Major Certificate - BE, Computer Engineering

Minor Certificate - Pure & Applied Mathematics

Activities: Philosophy Club, Japanese Culture Appreciation Club

New Bern High School 

Graduation Year - 2004

Activities: National Honor Society, Foreign Language Society, Japanese Animation Appreciation Club, German Language & Culture Club

UPS Internal Training

Year – 2010
Certificate – ITIL v3 Foundations

Infosec Institute

Year - 2010

Certificate - Certified Ethical Hacker (EC-Council)

Description: 5-day course primarily focusing on the intracacies associated with performing a penetration test for a corporation.  This course emphasized on technical and managerial details required to perform a large-scale penetration test while maintaining system uptime as often as feasible.  Some topics of interest covered within this course include (but are not limited to) Legal Constraints, Passive Information Gathering, Enumeration of Systems and Networks, Vulnerability Detection and Exploitation, Web Application Exploitation, Tools Used, Preventative Measures, and Reporting.

SANS Orlando

Year - 2009

Course - SANS Security 502: Perimeter Protection In-Depth

Description: 6-day course focusing on the challenges corporations face in the effort to secure their own networks.  This hands-on lesson demonstrated many techniques malicious (blackhat) and internal (whitehat) users may have at their disposal while attempting to compromise a network.  Additionally, this course focused on "security beyond compliance," demonstrating that - even though a network may perform well in a security standards compliance audit - it is still very possible for a malicious user to attack the infrastructure.  Topics discussed include "On The Wire" Packet Analysis, NIPS/NIDS, Security Log / Event Management, VPN Security, Firewalls (with Stateful Inspection and without), and several other technologies.

University Coursework:  

Solid State Physics, Digital System Design, Discrete Mathematics, Data Structures & Algorithms, Mechanics of Solids, Differential Equations, Complex Analysis, Linear Algebra, Image Processing & Coding, Networked Information Systems, Materials Engineering, Engineering Project Design, Entrepreneurial Analysis & Economics

Technical Background:

Software - CheckPoint Technologies, Snort, HP WebInspect, Cenzic Hailstorm, Snort, NMap, Nessus, QualysGuard, Wireshark, Apache, MySQL, MS IIS, MS Sharepoint, MS SQL, MS Office, LabView, and a plethora of various Penetration Testing Tools

Programming Languages - Perl, C++, Java, KSH, BASH, PHP, HTML, MATLAB, Assembler Directives

Operating Systems - Linux Systems, CheckPoint Secure Platform, MS Windows

Methodologies – SIEM, SDLC, Agile Software Development, IS Regulatory Compliance (PCI DSS, HIPAA, SOX, FAA, etc.), Penetration Testing/Ethical Hacking, Tiered Web Application Architecture, LAMP Stack, Data Security Evangelism,  Information Technology Infrastructure Library (ITIL) v3

Hardware - Nokia IPSO Firewall, Cisco PIX, Motorola 68HC12 Microcontroller

Personal Interests:

Cyber Security, Software & Hardware Logic Design, Problem Solving, Programming, Number Theory, Modern Physics, Video Games

Current Personal Focus:

Assembler Code in Linux-based Systems & Use of GDB as a software testing tool

Occupational Experience:

United Parcel Service – Corporate IS - Security Policy & Strategy

Security Analyst 

April 2010 – Present (Current Position)

Enumerating Exposed web content, potentially targeted by malicious users

Proposing improvements to security solution review procedures

Conducting security review procedures, as they pertain to connectivity requests, application development within the organization

Recommending value-added application migrations to secure solutions with the intent of promoting "security beyond compliance"

Providing continued support for corporate-wide application security regimen, from a policy perspective

Incorporating secure development and design concepts within the framework of an application development life cycle

Proposing procedural and process improvements to more effectively handle risk assessment and management within the organization

United Parcel Service - Global Network Systems

Junior Telecommunications Engineer - Network Security

June 2008 – April 2010  (1 year 10 months)

Pioneered and Implemented Corporation-Wide Application Security Regimen (200 + web applications).  Strategically prioritized vulnerabilities based upon factors such as Internet exposure and vulnerability severity.

Coordinated worldwide IDS/IPS Refresh Project

Provided 24x7 Support for Firewalls, NIDS/NIPS, WIDS, Vulnerability Scanning, Web Application Scanning

Enforced prompt resolution requirements for Intrusion callouts, ensuring speedy resolution and appropriate, timely reaction

Promoted common knowledge of the risks associated with poor network security, as well as security beyond compliance with data security standards

Provided detailed explanations of vulnerabilities discovered to internal customers

Provided a feasible vector by which server asset "owners" may focus on remediating all vulnerabilities (not only those designated by an automated tool to be "significant") through effective server hardening

Promoted efficient remediation of all vulnerabilities, while keeping in mind the needs of the business

United Parcel Service - Global Network Systems

Summer Intern

May 2007 – August 2007 ( 4 months)

Provided scripted support for firewall applications

Provided scripted support for SNMP inventory application 

US Citizen

Willing to undergo clearance investigation

References Available upon Request

